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|-  Cahier des charges — Expression des besoins

1) Descriptif de |'existant

a) SCHEMA

Le client possédant déja une infrastructure réseau fonctionnelle, il nous présente...

<

COMPUTER

Un schéma avec les différentes machines ainsi que leurs noms
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2) Besoin

Le service informatique d’une entreprise constate une utilisation non controlée d’Internet et
un manque de filtrage des accés web, ce qui entraine des risques de sécurité et une
consommation excessive de bande passante. De plus, aucune solution centralisée ne permet
de surveiller ou de limiter les sites consultés par les utilisateurs. Pour améliorer la sécurité
du réseau et mieux controéler les accés Internet, I'entreprise décide de trouver une solution
pouvant répondre a ses besoins..

II-  Analyse
1) Descriptifs des solutions et choix des solutions

Aprés une analyse des besoins de I'entreprise et des problématiques liées a la sécurité et a
I"utilisation d’Internet, plusieurs solutions ont été étudiées afin d’améliorer le controdle et la
supervision des acces web. Au regard du manque de filtrage des sites consultés, de 'absence
de tragabilité des connexions et de la nécessité de sécuriser la navigation des utilisateurs, le
choix s’est orienté vers la mise en place d’un serveur proxy.

En retenant cette solution, I'entreprise adopte un dispositif permettant d’intermédier
I’ensemble des requétes Internet des utilisateurs. Le serveur proxy assure le filtrage des
contenus, la journalisation des connexions et le contrdle des acces aux sites web selon des
regles définies par 'administration. Ce choix améliore la sécurité du réseau, réduit les
risques liés a la navigation, optimise 'utilisation de la bande passante et constitue une
solution fiable, évolutive et adaptée aux besoins de supervision et de protection du systeme
d’information.

2) Prévisions des tests de validation

Les tests seront réalisés aprées la mise en place du serveur proxy afin de vérifier le bon
fonctionnement du filtrage et du contrdle des acces Internet. Elle consistera a accéder a
différents sites web depuis des postes utilisateurs afin de s’assurer que les regles de filtrage
sont correctement appliquées.



Ill-  Mise en place

1) Schéma, Tableau d’adressage

«*

COMPUTER

Les informations restent inchangées



2) Méthodologie

Installation des packages

Search term squid Both v Y Ciea 1

Enter a search string or *nix regular expression to search package names and descriptions
Name Version Description

Lightsquid 3.0.7.3 LightSquid is a high performance web proxy reporting tool. Includes proxy realtime statistics (SQStat). Requires
Squid package.

Package Dependencies:

& lighttpd-1.472 @ lightsquid-1.8_5

squid 0.4.46 High performance web proxy cache (3.5 branch). It combines Squid as a proxy server with its capabilities of
acting as a HTTP / HTTPS reverse proxy. It includes an Exchange-Web-Access (OWA) Assistant, SSL filtering

and antivirus integration via C-ICAP.

Package Dependencies:

& squidclamav-7.2 0 auth-1.10 0«-@1 d-6.3 ér icap-modules-0.5.5_1

squidGuard 1.16.19 High performance web proxy URL filter.

Package Dependencies:

o~
I

squidguard-1.4_15 @;.' ense-pkg-squid-{

Création d’un certificat pour le filtrage

i pfSensehome.srpa - System: (X +

4
Q@
I

o &) O & hitps//172.29.2.145/system_camanage

COMMUNITY EDITION

WARNING: The "admin’ account password is set to the default value. Change the password In the User Manager

System/ Certificate / Authorities / Edit (%]

Authorities  Certificates  Revocation

Create / Edit CA

Descriptive name

The displaye
his sbutitc ha
Method Create an internal Certificate Authority v

Trust Store [[] Add this Certificate Authority to the Operating System Trust Store

When enabled, the contents of the CA will be added to the trust store so that they will be trusted by the operating systerr

Randomize Serial [[] Use random serial numbers when signing certificates

When enable

automat

Internal Certificate Authority N
e




Export du certificat

WULNnonines

Quverture de MyCA.crt X

| Vous avez choisi d'ouvnir;

gl MyCAert
I qui est wn fichier de type : ert File (1,1 Ka) -
& partir de : https://172.20.2.145

Voulez-vous enregistrer ce fichier ¥

| Enregistrer le fichier | Annuler |
NG

pouished n

Import du certificat dans le navigateur

@ Sélectionner un fichier contenant un (ou des) certificat(s) d'AC 3 importer x>
L v 4 -‘ » CePC » Teléchargem.. v ! Rechercher dans : Télécharg..

Organiser » Mouveau dossier : i | 9

Nom Modifiéle
b hccs rapide
B Bureau &+ Aujourd'hui (1)
§ Tiichargement:# LW MyCA 121172025 11:13
5] Documents +
= Images o+
B Musique
B vidéos AUtCrités

» @k OneDrive

» HH CePC

» g Réseau
L4

Mom du fichier: ~ | Fichiers de certificat

Ouvrir Annuler

Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token

Modifier la confiance... Importer... Exporter.. Supprimer ou ne plus faire confiance...
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Configuration du squid

HTTPS/SSL
Interception

SSLU/MITM Mode

SSL Intercept
Interface(s)

SSL Proxy Port

SSL Proxy
Compatibility Mode

DHParams Key Size

ca

Logging Settings

Middle Filteri

Enable SSL filtering.

Splice Ali v

The SSL/MITM mode determines how SSL interception is treated when 'SSL Man In the Middle Filtering' is enabled

Default: Splice Whitelist, Burnp Otherwise. Click Info for details. o

WAN ~

v

r will Intercept SSL requests on. Use CTRL + click to select multiple interfaces.

The interface(s) the proxy ser

3129

This is the port the proxy server will listen on to intercept SSL while using transparent proxy. Default: 3129

Modern v
The compatibility mode determines which cipher suites and TLS versions are supported. Defauit: Modem, Click Info for

cetails o

2048 (default) v
DH parameters are used for temporary/ephemeral DH key exchanges and improve security by enabling the use of DHE
ciphers

MyCA v |

Select Certificate Authority to use when SSL interception is enabled

Enable Aceess Logging

Log Srore Directory

Log Pages Denied by
SquichG uard

& This wil enable the access log
Waming: De MOT enable if available disk space is low
frarfaquidiogs

The director

wrhsare the logs will b red; alas used for logs othser than the Access Log sbowe. Defaul: fuar/squid/iogs
) a

e traling / when sening &

Defines hew marry days of loghles will be kepr, Rocarion is isabled If leh empry

| Maken it possible for SquidGuard denied log 1o be included on Squid loga.

Click info for detailed instnsctiona. o

Headers Handling, Language and Other Cugtomizations

Vinible Hostname

Admiinistrator's Email

Erver Language

X-Forsarded Hoadar
Mocs

Dinable V14 Header
U Whitespacs

Charscrers Handling

Suppress Squid Version

wealhest

Thia in the hoastname 1o be displayed in prony server ermar messages
admin@localboar

Thia in the email sddress displayed in ermor messages 1o the user
I ~

Select the |sngusge in which the prouy server will display eror messages o users.

{on) w

Defsult on o

Chaose how ta handle X-Forwerded For head,
| 1f not set. Squid will nclude a Via header in requests and replies as required by RFC2616.

iR w

Chocas how to handls whitsspace charscters i URL. Defavic i (@)
B Suppresses Squid version siring info in HTTF headers and HTML amor pages if enabled



Squid Hard Disk Cache Settings

Hard Disk Cache | 500

Size Amount of disk space (in megabytes) to use for cached objects
Hard Disk Cache ufs v
System

This specifies the kind of storage system to use o

Clear Disk Cache Hard Disk Cache is automatically managed by swapstate_check php script which is scheduled to run daily via cron. o

NOW
If you wish to clear cache immediately, click this button ence: | | Re/= 3V E LA Tl

Level 1 Directories 16 v

Specifies the number of Level 1 directories for the hard disk cache o

Hard Disk Cache Sfvarfsquid/eache

This is the directory where the cache will be stored. Default: fvar/squid/cache o

Minimum Object ]
Size . . £ X , L \
== Objects smaller than the size specified (in kilobytes) will not be saved on disk. Default: 0 (meaning there is no minimum)

ﬂ L Taper ici pour teche_rcher

Proxy Interface(s) WAN ~
loopback
v

The interface(s) the proxy server will bind to. Use CTRL + click to select multiple interfaces

Outgoing Network Default (auto) v

Interface 3 . [ :
The interface the proxy server will use for outgoing connections

Proxy Port 3128

This is the port the proxy server will listen on. Default: 3128

ICP Port

This is the port the proxy server will send and receive ICP queries to and from neighbor caches
Leave this biank if you don't want the proxy server to communicate with neighbor caches through ICP.

Allow Users on If checked, the users connected to the interface(s) selected in the Proxy interface(s)’ field will be allowed to use the
Interface proxy.

There will be no need to add the interface’s subnet to the list of wed subnets

Patch Captive Portal - see Bug #5594 for details!

Resolve DNS IPv4 Enable this to force DNS 1Pv4 lookup first

First This option is very useful if you have ems accessing HTTPS sites

Disable ICMP [ Check this to disable Squid ICMP pinger helper.



Configuration proxy pour le navigateur

Paramétres de connexion >

Configuration du serveur proxy pour accéder a Internet
() Pas de proxy
'Z':' Détection automatique des parametres de proxy pour ce réseau

i:.l Utiliser les paramétres proxy du systéme

Proxy HTTP | 172.29.2.145 Port| 3128
Lttiliser également ce proxy pour HTTPS

Proxy HTTPS 314 Part

Hate SOCKS | Forg o

T socksvd ) S0CKS v

() Adresse de configuration automatique du proxy

(S

Pas de proxy pour

Obligation aux clients de passer par le proxy

Rules (Drag to Change Order)

i} States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
W 071.31 . * *  LAN 443 " . Anti-Lockout Rule O
MiB Address 80
O o 16/532  IPvd * * AN 3128 " none Autoriser lacces aupraxy  «F» # DO
Kig TCP address mx
X O6BKB IPvd * L 443 . none bloguer https direct J3S00
TCP (HTTPS) m
O % ooB 1Pvd * L 80 (HTTP) * none bloquer http direct £ A00
TCP m
O« 5269  IPva*  * L * " none Default allow LANtoany  «f: A0 O
GiB rule mx
(] IPve ™ . . . . . none Default allow LAM, [Bv6ior o 3eaf I
amy rule ﬁ X

(i



Configuration du service SQUIDGUARD

Logging options

Enable GUI log Check this option to log the access to the Proxy Filter GUI

Enable log Check this option to log the proxy fifter settings like blocked websites in Common ACL, Group ACL and Target
Categories. This option is usually used to check the filter settings

Enable log rotation Check this option to rotate the logs every day. This is recommended if you enable any kind of logging to limit file size

and do not run out of disk space
.
Blacklist options
Blacklist B Check this aplion to enable blacklist E
o
Blacklist proxy
Blacklist upload proxy - enter here, or leave blank.
Format: port login:pass] . Default proxy port 1080
'::-Zﬂ‘T‘p|L" 192.168.0.1:8080 userpass
Blacklist URL iitole. fr/blacklists/download/blacklists_for_pfsense tar gz

Enter the path to the blacklist (blacklist.tar.gz) here. You can use FTP HTTP of LOCAL URL blacklist archive of leave blank
The LOCAL path could be your pfsense (/imp/blacklist tar.gz)

Blacklist options

Blacklist & Check this aption to enable blacklist E
Y
Blacklist proxy

Blacklist uplo

ad proxy - enter here, or leave blank.
ort login:pass] . Default prosy port 1080
.168.0.1:8080 userpass

Format: host:
Example:

L

Enter the path to the blacklist (blacklist.tar.gz) here. You can use FTF, HTTF or LOCAL URL blacklist archiveof leave blank
The LOCAL path could be your pfsense (ftmp/blacklist tar.gz)

Blacklist URL iitale. fr/blacklists/download/blacklists_for_pfsense.tar.gz

Téléchargement de la liste de filtrage

Blacklist Update

Blacklist download progress

100 % | ttp://dsi. ut-capitole. fryblacklists/download,blacklists_for_pfsense tar.gz

& Download ) Restore Default
e

Enter FTF or HTTF path to the blacklist archive here

o Blacklist update Log

blackliastaf
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Test du proxy

Echec de la connexion sécurisée

Une erreur est survenue pendant une connexion a www.pornhub.com. S5L a requ un enregistrement qui dépasse |a
longueur maximale autorisée,

Code d'erreur : 55L_ERROR_RX_RECORD_TOO_LONG
= La page que vous essayez de consulter ne peut pas étre affichée car l'authenticité des données reques ne peut
Btre vérifide.
« Veuillez contacter les propriétaires du site web pour les informer de ce probléme.

En savair plus...

Réessayer
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Configuration du LightSQUID

Report Template Settings

Language Fremch w

Select report language.
Report Template Base w
Select report template.

Bar Color Orange ¥

Select bar color

Reporting Settings and Scheduler

IP Resolve Method Squidauth d

Select which met

should be attermpted (in the order listed below) to resolve IPs fo hostnames
Click Info for details. (Default: pns) €

Skip URL(s)
k
.
f you want to omit some sites from s‘.ahETL: {e.g.. a local webserver), specify the URL(s) here
Separate multiple entries by | character. Example: example.com|192.168.1. | example.net
Refresh Scheduler B0min (+) w

Select data refresh period. The reporting task will be executed every XX minutes/hours.
Legend: ()(*} Useonly with fast hardware (+) Recommended values

Package / Squid Proxy Reports: Settings Co=wuE0

Performthese steps  |MPORTANT: Click Info and follow the instructions below if this is initial install!t €
after install

Web Service Settings

Lightsquid Web Port 7445

Port the lighttpd web server for Lightsquid will listen on. (Defauit: 7445)

Lightsquid Web SSL _I Use SSL for Lightsquid Web Access

This option configures the Lightsquid web server to use SSL and uses the WebGUI HTTPS

Lightsquid Web admin

User

Usemame used to access lighttpd. (Default: admin)

Lightsquid Web
Password

Links

Report Template Settings
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Acceés LightSQUID

LigthSquid diagnostic.
Error : report folder "fvarliphtsquidteport’ not contain anv valid data! Please mn Lightparser pl (and check ‘report’ folder content)
Please check config file !

Stplpatph [fusrTocaliwww tightsquidipl
$templatename [base

[Slangpatph ['usrlocal/share lightsquid lang
|$la.npamc |fr

|$lcpurlp=ﬂ| |."-'ar-'llghuquad'rcport

|Aﬁcess to fvar lightsquidirepon’ folder |}'es

|$graphreport 1

folder content:

Test service proxy

ERROR
The requested URL could not be retrieved

The following errar was encountered while trying to retrieve the URL: hito://pombub.com/
Access Denied.
Access control configuration prevents your reguest from being allowed at this time. Please contact your service provider if you feel this is incorrect.

‘Your cache administrator is admin@localhost.

Gensrabed Wed, 12 Nov 2023 13:44:08 GMT by lecalhast [squid)
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